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Assessment Questionnaire on the topic of "Cybersecurity", powered by "Dante Alighieri" High 
School on behalf of the Erasmus + Project "Protect Your Digital Way Today and Tomorrow", 
Reference no. 2019-1-RO01-KA229-063784 .

The questionnaire was available for 2 weeks and received 331 valid responses.

We used Google Forms to run the questionnaire and process the results.
Respondents had to have valid email addresses in order to fill in the questionnaire. This made 
easier to avoid doubling the respondents.

The respondents were students, parents, teachers from the 3 schools involved in this Erasmus+ 
project, which received the questionnaire directly from the professors involved in the project, or 
other categories of respondents but related to the educational environment.



A. Country distribution of the respondents

There was a prevalence of the Romanian students among the questionnaire respondents, which reflects the 
size of the schools and also the coordination role of the Romanian school 
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B. Type of respondents

74% (245) of all respondents were students, which reflects the main target of the Erasmus+ project, with only 
18% parents and 5.1% teachers. This also shows a higher degree of interest or compliance from those 
contacted to fill in the survey.
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C. Age distribution of respondents

The age distribution is directly related to the four types of respondents, which shows that most answers 
came from the 12-16 years old students, with 53.2% (176) of all respondents, and from 17-20 years old 
students, with 22.4% (74).
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1. What is your email password like?

When asked how complex their email passwords are, the vast majority of respondents indicated that they 
use highly complex passwords, containing a sequence of 8 or more characters including small and capital 
letters, numbers and other characters. This may be interpreted as a good awareness related to the role of 
complex passwords in protecting the personal data and online services. The total number of answers to the 
other options for this question indicates that there is need to continue the efforts of informing and teaching 
the students and the other categories of respondents about the security aspect of their password of choice.
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2. Do you use your phone as a second authentication method for your accounts?

When asked if they use a two-level authentication mode to secure their email accounts, the number of 
respondents drops to 60%, but in term of absolute numbers is higher than the number of those who use 
complex passwords (201 to 294). The percentage shows a general awareness of the importance of this 
method, but is insignificant if we take into account the answers from the previous question because it might 
correlate with the requirements of the email and other type of digital services and not necessarily with a 
profound understanding of the cybersecurity methods to protect personal data.
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3. Do you have different passwords for different accounts (mail, Facebook, Skype, Netflix)?

Because password complexity is just one element that contributes to how secure are our passwords, we 
asked the respondents if they use different passwords for different accounts. 73.1% (242) of them said that 
they use different passwords and only 26.9% said they use the same passwords. This shows a vulnerability 
in terms of password protection because if one account is breached, the rest will also be exposed to hackers 
or rogue individuals. The conclusion here is that more awareness about these aspects is required.
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4. Do you use a password manager to manage your passwords and fill them in automatically?

When asked if the use a password manager to manage their passwords, only a small percentage (28.1%) 
said yes. 49.8% respondents said they don’t use password managers, and this correlates with a general 
distrust in this method of managing passwords. But we are not sure the respondents understood by 
“password manager” a special software device that allows them to fill in stored passwords or a function of 
the browser that allows them to fill in automatically the passwords from a stored list of passwords, which 
would bring more clarity in the password protection practices of the respondents. 
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5. Are you using an antivirus software on your computer?

52 respondents indicated that they do not use a antivirus program for various reasons. This number is 
incredibly high and it shows how many of Internet users are vulnerable to hackers and viruses. The fact that 
9.1% (30) of the respondents indicated that they cannot afford an antivirus solution is more a matter of 
awareness because most antivirus programs have free, lite versions that provide basic level of protection 
from viruses, trojans and remote access to computer data. The most scaring part is represented by the 6.6% 
of the respondents that say they do not use an antivirus software because it slows down their computer. We 
interpret this as careless use of computers and mobile devices, and this shows the need to make more 
efforts to educate people about the importance of antivirus programs.
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6. Are you constantly updating your operating system(OS), your browser and your applications with the 
latest security patches?

Another common problem from a cybersecurity perspective among computer users is the updating of the OS 
and software. The majority of our respondents, 81.9%, said that they keep their OS and software up to date. 
This number is encouraging, but the other percentage, 18.1% (60), of those who do not practice this, says a 
different story, one of vulnerabilities. Security patches are meant to avoid those vulnerabilities, and still, 60 
respondents, say they do not apply them. The EU Digital Competence Framework stresses the importance of 
this kind of security practice and it is recommended that work begun in our Erasmus+ project will continue in 
the future to address this issue.
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7. Do you use pirated/illegal software or pirated/illegal media (movies, music)?

The answers to this question is tricky, because it highly depends on the general distrust in disclosing an 
illegal practice. Even so, 69.5% of our respondents say thay do not use pirated or illegal media. On the 
contrary, 30.5% of the respondents say they do use this kind of media. This number is not necessarily a 
problem of awareness, but on of risk taking: people prefer to take this risk and expose their computer and 
mobile devices to viruses, trojans and other attacks when they consider the have an immediate gain from 
this. The solution is not necessarily in achieving more awareness, but in instilling an ethical use of 
computers.
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8. Have you ever received a phishing email?

The answers to this question show rather a lack of understanding of what phishing is rather than the 
prevalence of this kind of content. 52.6% (174) respondents say they didn’t receive this kind of messages on 
their email and 19.6% of them say they do not know what ‘phishing’ is. These numbers do not correlate with 
how spread this method is. The conclusion is that more information about phishing methods should be 
made available to students.
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9. If your answer to the previous question was "yes" then which of the following options is true regarding 
the content of the phishing email?

Those who responded that they received phishing emails at the previous question, show a relatively good 
understanding of this practice. This is important because they represent a good vector of spreading the word 
about what phishing is and how others can protect themselves from it. Unfortunately, the design of the 
questionnaire didn’t allow us to see if this understanding of what phishing is is more prevalent in one type of 
respondents than other (in student population rather than parents and teachers, for instance).
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10. Have you ever received a phishing phone call (voice phishing)?

The answers to this question correlate with the general numbers about voice phishing, which consumes a lot 
of resources and cannot be achieved as easily as email phishing. According to the answers to this question, 
the vast majority of the respondents did not receive any phishing phone calls. Still, there is a good 
percentage of respondents that had to deal with this phishing practice, namely 16.9% of the respondents.
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11. If your answer to the previous question was "yes" then which of the following options is true 
regarding the content of the phishing phone call?

Similarly to question 9, this details the contact of the respondents with the voice phishing practices. In this 
case, the prevalent practice (43.9% of the answers) is the one that involves announcing the recipient that 
he/she won a prize and should make a payment to obtain the prize. The other prevalent practice, with 28% of 
the respondents indicating it, involved telling the recipient a relative was subject to an accident and needs 
money. These two together make up for the vast majority of voice phishing practices and are easily 
dismissable if the person practices minimal skepticism and has information about this kind of practice.
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