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Introduction

Encryption is 
everywhere. It now 
forms the world around 
us. This short course 
of work sheets will work 
through some of the 
basics of encryption. 
3 distinct forms of 
encryption have been 
picked out. 

• Hashing
• Stenography
• Basic key encryption

Each encryption type 
has its own quirks and 
advantages. Learn more 
inside.
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hashinghashing
 Hashing is a secret message which has been 
mathematically changed in a way that it cannot be 
decrypted. The advantage of hashing is that two 
people can know the message is correct, with only 1 
person knowing its true meaning. 

Example:  Where A =1, B=2, C=3 etc
   You add up your message - ABC would be  
   1+2+3 = 6
   The hashed message would be 6. 

When you hand over the message to someone they don’t 
know if the message was ABC or CC. The hashed value 
would both equal 6. 

This type of system is used for storing your 
passwords on websites without the website knowing 
what your password is. 
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Only people 
with the 

secret code 
‘6’ will enter. 

Gate keeper

The secret message 
is ABC but when it is 

hashed it becomes ‘6’, 
I’ll send that instead.  
I don’t trust the man 

in the black hat.  

I’ve been 
given the right 

answer even 
though I don’t 
know the real 

message.

Curious 
Explorer
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hashinghashing
Solve the following problems to 
understand how hashing works. 

Legend

A - 1
B - 2
C – 3
D - 4
E - 5
F - 1
G - 2
H - 3
I - 4
J - 5
K - 1
L - 2
M - 3
 N - 4
O - 5
P - 1
Q - 2
R - 3
S - 4
T - 5
U - 1
V - 2
W - 3
X - 4
Y - 5
Z - 1

Find the correct secret message answer 
by using the legend to add up the letters 
of each word to find the hash.

Circle the correct message answer.

Use a calculator if you want, this is 

computer science after all!

1.    The hash is  19 

 - Summer 4 +1+3+3+5+3 = 19
 - Autumn
 - Winter
 - Spring

2.    The hash is 24

 - Summer
 - Autumn
 - Winter
 - Spring

3.     The hash is 18

 - Summer
 - Autumn
 - Winter
 - Spring

4.     The hash is 15

 - Summer
 - Autumn
 - Winter

 - Spring



hashinghashing
This isn’t secure at all! CC and ABC have the same hash!
We wouldn’t be able to get anything done! This is called 
a ‘collision’.  Collisions are annoying.

 What if we made it extremely more complex. This is what 
a real hash looks like. 

5d41402abc4b2a76b9719d911017c592

That is the most common hash called MD5, and it means 
‘hello’. They are always the same size. For example this 
is the hash for the entire Harry Potter Series. 

c44903dd2f7e97c94ff73aeeb769f4f5

Changing 1 letter in the series would change the hash 
completely. 

MD5 Hashes collide 
once in every

147 000 000 000 000 
000 000 000 000 000

hashes. 
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Think back to the 
Harry Potter example. 
Changing a single 
letter in 1 of the books 
changes the hash 
completely. 

What if we use the same 
concept for programs. 
To ensure that a 
downloaded program 
is what it says it is, the 
the developer of the 
software can make a 
hash of its true version. 

When you download it you 
check it yourself and 
compare the hashes, 
to see if they are the 
same. No one has snuck 
anything nasty onto the 
program like a virus.  

softwaresoftware



SteganographySteganography
Steganography is the art of hiding a message in plain 
sight. 

The idea is that you hide your message on something 
unrelated and send it to its destination or for it to be 
found. The trick with steganography is to be creative. 
The more creative, the more effective the secrecy.    

Example:  In the old days, a king would want to send 
a message to another king. The king would have his 
messenger shave his head, tattoo  the message on 
the messenger’s head and then let his hair grow back. 
When the messeger arrives, he simply shaves his head 
revealing the message. You can search this man for a 
note, but you won’t find one! 
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Gate Keeper

Pardon?

The real 
message is 

under the rock 
on page 1. 

Curious 
Explorer



Key ENCRYptionKey ENCRYption
Lets start with a diagram. 

Jesse wants to send Rosie a 
secret message.  
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Public

Private

Rosie

Jesse

Hello, how are 
you? 

alz9843ksns8
kklfgkl65lkm65l

alz9843ksns8
kklfgkl65lkm65l

Hello, how are 
you? 

Public and private keys are mathematically linked but 
the private key can’t be figured out from the public 
key. Much the same way as a hash. 

In simple terms, Jesse uses the public key to lock the 
message and Rosie uses the Private key to unlock it. 



Having a public key that anyone can take and use to 
encrypt data is perfect for the problem of sending 
secret messages to people you don’t know or trust. 
Rosie could just as easily reply using Jesse’s public 
key once he makes one. 

If there was only 1 key, Rosie couldn’t trust that no-
body snooped on the key when it was sent to Jesse. 

Rosie also couldn’t trust that Jesse wouldn’t share 
it with others or snoop himself on other messages 
someone else was sending. 

This type of 
encryption is called 

‘asymmetric 
encryption’
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This system is used 
in almost all websites 
today! 

It’s commonly called SSL. 

USESUSES

Key ENCRYptionKey ENCRYption

The padlock indicates 
that the website is 
running SSL and that 
your communication 
between the website 
and your browser is 
encrypted and secure! 

This prevents people 
reading your passwords 
while on their way to the 
website. 

dog



What did we learnWhat did we learn
A quick test to display our 
growing understanding of this 
digital technology. 
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Hashes can actually be decrypted! But not 
mathmatically. You can feed a powerful computer 
passwords you think might be right and compare the 
output hash. If the hash is the same. The password is 
also. This is called ‘Brute Forcing’. The same can be 
accomplished using massive databases of hashes. 
These are called ‘Rainbow Tables’.

A hash cannot be decrypted? 

 true    false

Two hashes of the same word/password is called a? 

 collision     false positive
 
 an error    an impossibility  

If one hidden message on these worksheet is ‘cat’ what is the 
other?
 
 horse     monkey
 
 dog      snail

Private keys are given out to encrypt messages.

 true     false

What would be an example of encrypted data for ‘hello’? 

 olleh     al84n20smm2l29df
 
 000000     goodbye



ANSWER SHEETANSWER SHEET
A quick test to display our 
growing understanding of this 
digital technology. 
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Hashes can actually be decrypted! But not 
mathmatically. You can feed a powerful computer 
passwords you think might be right and compare the 
output hash. If the hash is the same. The password is 
also. This is called ‘Brute Forcing’. The same can be 
accomplished using massive databases of hashes. 
These are called ‘Rainbow Tables’.

A hash cannot be decrypted? 

 true   AND/OR  false

Two hashes of the same word/password is called a? 

 collision     false positive
 
 an error    an impossibility  

If one hidden message on these worksheet is ‘cat’ what is the 
other?
 
 horse     monkey
 
 dog      snail

Private keys are given out to encrypt messages.

 true     false

What would be an example of encrypted data for ‘hello’? 

 olleh     al84n20smm2l29df
 
 000000     goodbye


