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Introduction

SECURITY

For starters, everyone needs to 

know about the benefits of  cyber 

safety and why it is essential for 

every internet user.

Cyber safety or

Internet safety is protecting

oneself against computer crimes

and reduce risk of security

breaches that can grant access

to private and confidential data

of the user.

We will learn today about

the threats cyber crimes can pose to

our normal lives and how we can deal

with these for prevention. As the

world evolves through the eras of

technology, the number of internet

users is drastically increasing and

most of these users tend to be

children that don’t know how to

defend themselves on the internet.

Now, we may wonder

why a child needs to worry about

their safety while using the

internet. This is one of the reasons

why cyber safety has been

underrated for the past few years.

Even though a child may not

know about cyber threats…they

will act as a portal to private

information on that particular

system.



Cyber Criminal Motives 
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• Cyber Criminal Motives 

Cyber criminal profiles and motives have changed over the years.
Hacking started in the ‘60s with phone freaking (or phreaking) which
refers to using various audio frequencies to manipulate phone systems. In
the mid-‘80s, criminals used computer dial-up modems to connect
computers to networks and used password-cracking programs to gain
access to data. Criminals can now use malware and viruses as high tech
weapons. However, the greatest motivation for most cyber criminals is
financial. Cybercrime has become more lucrative than the illegal drug
trade.

General hacker profiles and motives have changed quite a bit. The
figure displays modern hacking terms and a brief description of each.



Types of Personal Records (What are they looking for?)

• Medical Records 

Going to the doctor’s office results in the addition
of more information to an electronic health record
(EHR). The prescription from a family doctor becomes
part of the EHR.

Medical devices, such as fitness bands, use the cloud
platform to enable wireless transfer, storage and display
of clinical data like heart rates, blood pressures and blood
sugars. These devices can generate an enormous amount
of clinical data that can become part of a medical record.



Education records include information
about grades, test scores, attendance, courses
taken, awards, degrees awarded, and disciplinary
reports. This record may also include contact
information, health, immunization and special
education records, including individualized
education programs (IEPs).

Education Records 

Employment and Financial Records 

Employment information can include past employment and performance.
Employment records can also include salary and insurance information. Financial
records may include information about income and expenditures. Tax records could
include paycheck stubs, credit card statements, credit rating and banking information.



What is Cyberwarfare?

Content  Here

• Cyberspace has become an important area
of war, in which nations can fight without
merging troops and traditional warfare
equipment. This allows countries with a small
military presence to be as strong as other
nations in the cyberspace.

• Cyberwarfare is a conflict on the Internet,
which involves the penetration of computer
systems and networks of other nations. These
attackers have the resources and expertise to
launch massive attacks on the Internet
against other nations, to cause damage or to
interrupt services, such as shutting down an
energy network.



The purpose of Cyberwarfare

Content  Here

The main goal of cyber warfare is to gain an advantage over

opponents, like the access to sensitive data gives attackers the

opportunity to blackmail government personnel. One nation can

constantly attack another nation’s infrastructure.

▪ Steal and collect data about its military secrets, technology and

industry;

▪ Provoke industrial and military gaps;

▪ Disrupt internet access and the activity of city power plants;

▪ Sabotage the infrastructure of other nations which can lead to loss

of people lives;

▪ Interrupt road traffic and the exchange of goods and services would

no longer take place.

If the government cannot defend itself against cyber attacks, citizens

may lose confidence in the government’s ability to protect them. Cyber

warfare can destabilize a nation, disrupt trade and discredit the

government in front of its citizens, without the country targeted by all

these actions being invaded militarily.



Some of Biggest Cyber Attacks In History

Content  Here

• The destruction of the Melissa Virus

One of the earliest and biggest cyber threats was started

by the Melissa Virus. In 1999, the Melissa Virus was

unleashed by programmer David Lee Smith by sending

users a file to be opened by Microsoft Word. The virus

caused severe destruction to hundreds of companies,

including Microsoft.

• A Cyber Attack on Sony’s PlayStation Network

In April 2011, claimed the personal information of 77M

users.

• The 2014 Cyber Attack on Yahoo, Yahoo witnessed one

of the biggest cyber attacks of the year when 500M

accounts were compromised. However, it is reported that

basic information and passwords were stolen, whereas

bank information was not.



Some of Biggest Cyber Attacks In History

Content  Here

• Ukraine’s Power Grid Attack In what was the

first cyberattack on a power grid, the attack left around

half of the homes in the Ivano-Frankivsk region in

Ukraine without power in 2015 for about a few hours.

• The biggest password leak yet It was

reported earlier this June that a compilation of about

8.4B passwords were leaked. This by far is the biggest

password leak and is referred to as RockYou2021 in

reference to the 2009 data breach of RockYou site that

compromised around 32M accounts.



Types of Cybersecurity

c r i m i n a l s

1.Amateurs or script kiddies

2.Hackers:

(a). White Hat Hackers 

(b). Gray Hat Hackers 

(c). Black Hat Hackers 

3. Organized Hackers

4. Internet stalkers

5. Disgruntled Employees



Attackers are individuals or groups of people who

try to exploit vulnerabilities for personal or financial

gain. Attackers are interested in any valuable

information, from credit cards to product design.



Amateurs - also called Script Kiddies. These

attackers have little or no skills and use the

tools or instructions found on the Internet to

launch attacks. Some of them are just curious,

while others try to prove their abilities and do

harm. Even if the tools used are not

sophisticated, the results can be devastating.



Hacker attacks networks or computers
attacks are done in order to gain access to
information.
Depending on the intent of the attack, these

attackers are classified as follows: white hats,
gray hats and black hats.

Types of Cybersecurity

c r i m i n a l s



White hat hackers: Ethical hackers

who use their skills for ethical and legal

purposes.

It penetrates networks or computer

systems to discover vulnerabilities, so as to

improve the security of the systems.

Security vulnerabilities are reported to

developers so that they can fix them before

they are exploited.

T y p e s o f

Cybersecurity

c r i m i n a l s



Gray hat hackers: individuals who

commit crimes and do unethical

things, but not for personal gain or to

cause damage.

Someone who penetrates a network

without permission and makes the

vulnerability public.

A gray hat hacker can penetrate and

find a vulnerability in a system,

which to report later to the owners.

This allows the organization to solve

the problem.

T y p e s o f

Cybersecurity

c r i m i n a l s



Black hat hackers: take

advantage of any vulnerability for

illegal personal, financial or

political gains.

Black hat hackers exploit

vulnerabilities to compromise the

systems and the network.

T y p e s o f

Cybersecurity
c r i m i n a l s



Organized Hackers - refers to cybercrime

organizations, hacktivists, terrorists, and state-

sponsored hackers.

Cybercriminals are usually groups of

professional criminals whose goal is to gain control,

power and money.

Hackers make political statements to raise

public awareness of issues important to them.

State-sponsored attackers collect information

or commit acts of sabotage on behalf of their

government.



Internet stalkers

Internet stalkers are people who

maliciously monitor the web

activity of their victims to

acquire personal data.

This type of cyber crime is

conducted through the use of

social networking platforms and

malware, that are able to track

an individual’s PC activity with

little or no detection.

T y p e s o f

Cybersecurity

c r i m i n a l s



. Disgruntled employees become hackers

with a particular motive and also

commit cyber crimes. It is simple for

disgruntled employees to do more

damage to their employers and

organization by committing cyber

crimes. The attacks by such employees

brings the entire system down.

T y p e s o f

Cybersecurity

c r i m i n a l s



Types of Cyber Attacks
Attacks can come from inside an 
organization or network, or from 
outside.

Internal security threats

An internal user, employee or a 
contractual partner, may accidentally or 
intentionally:

• improperly use confidential 
information

• compromise the internal servers or 
the network's infrastructure 
devices

• facilitate the launch of  external 
attacks by connecting infected 
devices to the company's network

• allow malicious programs to enter 
the network by accident via 
malicious email or websites



Types of Cyber Attacks

External security threats

External threats from a variety of
attackers can either exploit
vulnerabilities in networks or computing
devices, or they can use techniques such
as social engineering to gain access to
data.

Denial of Service

A Denial-of-Service (DoS) attack is
launched with the intent of crashing or
slowing down a network or machine.
There are two major types of DoS
attacks:

➔ Overwhelming Quantity of 
Traffic

➔ Maliciously Formatted Packets –
The attacker sends packets that can 
not be handled by the network.



Types of Cyber Attacks
Distributed Denial of Service

Partially due to improved
security measures against DoS
attacks, a new cyber threat has risen
to take its place.

While even most consumer
routers include security measures
against DoS attacks, DDoS makes
the attack harder to identify by
automatic means.

The attack is largely the same,
however it is now scaled up to a
network of bots that all flood the
network at the same time.



Sniffing is similar to eavesdropping on someone. It
occurs when attackers examine all network traffic as it
passes through their network interface controller,
independent of whether or not the traffic is addressed to
them or not. Criminals accomplish network sniffing with a
software application, hardware device, or a combination of
the two. Some network sniffers observe all traffic and
modify some or all of the traffic as well.

Sniffing also has its benefits. Network
administrators may also use sniffers to analyze network
traffic, identify bandwidth issues, and troubleshoot other
network issues.

Physical security is important in preventing the
introduction of sniffers on the internal network.



Spoofing is an impersonation attack, and it takes
advantage of a trusted relationship between two
systems. Since the trusted relationship is in place,
the targeted system may perform the requested
task without authentication.

There are multiple types of spoofing attacks.

• MAC

• IP

• Address Resolution Protocol (ARP)

• The Domain Name System (DNS)



Man-in-the-middle

Internet
You

A criminal performs a man-in-the-middle (MitM) attack by intercepting
communications between computers to steal information crossing the network.
The criminal can also choose to manipulate messages and relay false
information between hosts since the hosts are unaware that a modification to
the messages occurred. MitM allows the criminal to take control over a device
without the user’s knowledge.

A replay attack occurs when an attacker captures a portion of  a 
communication between two hosts and then retransmits the captured message 
later. Replay attacks circumvent authentication mechanisms.



A zero-day attack, sometimes referred to as a zero-day threat, is a computer
attack that tries to exploit software vulnerabilities that are unknown or undisclosed
by the software vendor. “Zero hour” describes the moment when someone discovers
the exploit, when the networks are still vulnerable to these exploits.



A Keyboard logger is a tool that records or logs the keystrokes typed
by the user of the system. Criminals can implement keystroke loggers
through software installed on a computer or through hardware physically
attached to a computer. The keystrokes captured in the log file can reveal
usernames, passwords, websites visited, and other sensitive information.



Defending Against

A t t a c k s

○ Configure firewalls to discard any packets from outside of the
network that have addresses indicating that they originated
from inside the network. This situation does not normally
occur, and it indicates that a cybercriminal attempted a
spoofing attack.

○ To prevent DoS and DDoS attacks, ensure your devices are up
to date, distribute the workload across server systems, and
block external Internet Control Message Protocol (ICMP)
packets at the border. Network devices use ICMP packets to
send error messages.

○ Systems can prevent falling victim to a replay attack by
encrypting traffic, providing cryptographic authentication,
and including time stamps. the message.



Social Engineering

Social engineering is a completely non-technical means for a criminal to gather
information on a target. Social engineering is an attack that attempts to manipulate
individuals into performing actions or divulging confidential information.

Social engineers often rely on people’s willingness to be helpful but also prey on
people’s weaknesses. These are some types of social engineering attacks:

Pretexting - This is when an attacker calls an individual and lies to them in an attempt
to gain access to privileged data. An example involves an attacker who pretends to
need personal or financial data in order to confirm the identity of the recipient.

Something for Something (Quid pro quo) - This is when an attacker requests personal
information from a party in exchange for something, like a gift.



Social Engineering
● Social engineering tactics include:

○ Authority – An executive opens an infected PDF that looks like an official
subpoena.

○ Intimidation
○ Consensus/Social Proof – Criminals create websites with fake testimonials that

promote a product indicating that it is safe.
○ Scarcity – People will take action when they think there is a limited quantity.

Criminals offer a limited opportunity that will not last hoping to spur the victim
into taking action quickly.

○ Urgency – People will take action when they think there is a limited time.
Criminals establish a deadline for taking action based on a certain price.

○ Familiarity/Liking – Criminals build a rapport with the victim to establish a
relationship. People are more likely to do what another person asks if they like
that person.

○ Trust – Criminals build a trusting relationship with a victim which may require
more time to establish.



Wireless and Mobile Device Attacks

Grayware and SMiShing

Grayware is becoming a problem area in mobile security with the popularity of
smartphones. Grayware includes applications that behave in an annoying or
undesirable manner. Grayware may not have recognizable malware concealed
within, but it still may pose a risk to the user. For example, Grayware can track
the user’s location. The authors of grayware usually maintain legitimacy by
including an application’s capabilities in the small print of the software license
agreement. Users install many mobile apps without really considering their
capabilities.

SMiShing is short for SMS phishing. It uses Short Message Service (SMS) to
send fake text messages. The criminals trick the user into visiting a website or
calling a phone number. Unsuspecting victims may then provide sensitive
information such as credit card information. Visiting a website might result in
the user unknowingly downloading malware that infects the device.



Wireless and Mobile Device Attacks

Rogue Access Points

A rogue access point is a wireless access point installed on a secure network
without explicit authorization. A rogue access point can be set up in two ways.
The first is when a well-intentioned employee is trying to be helpful by making it
easier to connect mobile devices. The second way is when a criminal gains
physical access to an organization by sneaking in and installs the rogue access
point. Since both are unauthorized, both pose risks to the organization.

A rogue access point can also refer to a criminal’s access point. In this instance,
the criminal sets up the access point as a MitM device to capture login
information from users.

An Evil Twin attack uses the criminal’s access point improved with higher power
and higher gain antennas to look like a better connection option for users. After
users connect to the evil access point, the criminals can analyze traffic and
execute MitM attacks.



Wireless and Mobile Device Attacks

RF Jamming
○ Wireless signals are susceptible to electromagnetic interference (EMI),

radio-frequency interference (RFI). Wireless signals are also susceptible to
deliberate jamming. Radio frequency (RF) jamming disrupts the
transmission of a radio or satellite station so that the signal does not
reach the receiving station.

○ The frequency, modulation, and power of the RF jammer must be the
same as the device’s that the criminal wants to disrupt in order to
successfully jam the wireless signal.



Wireless and Mobile Device Attacks

Bluejacking and Bluesnarfing
○ Bluejacking is the term used for sending unauthorized messages to

another Bluetooth device.
○ Bluesnarfing occurs when the attacker copies the victim's

information from his device. This information can include device info,
software versions, or sensitive informations.



Wireless and Mobile Device Attacks

WEP and WPA Attacks
○ Wired Equivalent Privacy (WEP) is a wireless security protocol that uses 

a key for encryption. 
○ WEP also has several problems with its cryptographic system:

■ It is a 24-bit field, which is too small.
■ It is cleartext, which means it is readable.
■ It is static so identical key streams will repeat on a busy network.

○ Wi-Fi Protected Access (WPA) and then WPA2 came out as improved
protocols to replace WEP. WPA2 does not have the same encryption
problems because an attacker cannot recover the key by observing traffic.
WPA2 is susceptible to attack because cyber criminals can analyze the
packets going between the access point and a legitimate user. Cyber
criminals use a packet sniffer and then run attacks offline on the
passphrase.



Wireless and Mobile Device Attacks

Defending Against Wireless and Mobile Device Attacks
➔ Most WLAN products use default settings. Take advantage of the basic

wireless security features such as authentication and encryption by changing
the default configuration settings.

➔ Restrict access point placement and ensure the firewall is enabled and well
configured.

➔ WLAN tools such as NetStumbler may discover rogue access points or
unauthorized workstations. Develop a guest policy to address the need when
legitimate guests need to connect to the Internet while visiting. For
authorized users, use a remote access virtual private network (VPN) for
WLAN access.



● Cross-Site Scripting
Cross-Site Scripting (XSS) attacks are a type of

injection, in which malicious scripts are injected into
otherwise benign and trusted websites. XSS attacks occur
when an attacker uses a web application to send malicious
code, generally in the form of a browser side script, to a
different end user. Flaws that allow these attacks to succeed
are quite widespread and occur anywhere a web application
uses input from a user within the output it generates without
validating or encoding it.

● Code Injection
Code injection is the term used to describe attacks

that inject code into an application.

That injected code is then interpreted by the application,
changing the way a program executes.

Code injection attacks typically exploit an application
vulnerability that allows the processing of invalid data.



XML Injection

When using an XML database, an XML
injection is an attack that can corrupt the data.
After the user provides input, the system accesses
the required data via a query. The problem occurs
when the system does not properly scrutinize the
input request provided by the user.

Criminals can manipulate the query by
programming it to suit their needs and can access
the information on the database.

All sensitive data stored in the database is
accessible to the criminals and they can make any
number of changes to the website. An XML
injection attack threatens the security of the
website.



SQL Injection

The cybercriminal exploits a
vulnerability by inserting a malicious SQL
statement in an entry field. Again, the system
does not filter the user input correctly for
characters in an SQL statement. Criminals use
SQL injection on websites or any SQL
database.

Criminals can spoof an identity, modify
existing data, destroy data, or become
administrators of the database server.



Buffer Overflow

○ This error occurs when there is more data in a buffer than it can
handle, causing data to overflow into adjacent storage.

○ What is a buffer? It’s a portion of memory used by an application

to relocate information.

○ A substantial amount of vulnerabilities are caused by buffer

overflows.



• Remote Code Executions
Vulnerabilities allow a cybercriminal to execute malicious code and

take control of a system with the privileges of the user running the
application. Remote code execution allows a criminal to execute any
command on a target machine.

Criminals upload and inject these files into a running process on
the target. The malicious code (e.g. meterpreter) loads and executes
all of the extensions from memory, so they never involve the hard
drive. This also means that these files fly under the radar of antivirus
detection.



• Shoulder Surfing and Dumpster Diving

A criminal observes, or shoulder surfs, to pick up PINs, access
codes or credit card numbers. An attacker can be in close proximity
to his victim or the attacker can use binoculars or closed circuit
cameras to shoulder surf. That is one reason that a person can only
read an ATM screen at certain angles. These types of safeguards
make shoulder surfing much more difficult.

"One man's trash is another man's treasure". This phrase can
be especially true in the world of dumpster diving which is the
process of going through a target's trash to see what information an
organization throws out. Consider securing the trash receptacle.



• ActiveX Controls and Java

○ ActiveX allows users to improve their experience on Internet
Explorer by using ActiveX controls. The third parties who write
these might have malicious intent. They can monitor browsing
habits, install malware, or log keystrokes. ActiveX controls also
work in other Microsoft applications.

○ Java programs run in a sandbox called the Java Virtual Machine
that isolates the code and makes it compatible across operating
systems. There are vulnerabilities, which allow untrusted code to
go around the restrictions imposed by the sandbox. There are also
vulnerabilities in the Java class library, which an application uses
for its security. Java is the second biggest security vulnerability
next to Adobe’s Flash plugin.



• Defending Against Application Attacks

○ The first line of defense against an application attack is to
write solid code. Regardless of the language used, or the
source of outside input, prudent programming practice is to
treat all input from outside a function as hostile. Validate all
inputs as if they were hostile.

○ Keep all software including operating systems and
applications up to date, and do not ignore update prompts.
Not all programs update automatically. At the very least,
select the manual update option.



The consequences of a security breach

The cost of a security breach is significantly higher

than simply replacing lost or stolen devices, investing in

security infrastructure, and strengthening the physical

security of the building. The company is responsible for

contacting all customers affected by the security breach and

may be required to prepare for dispute resolution. Because

of these incidents, employees may choose to leave the

company. Instead of focusing on growth, the organization

needs to think about ways to restore its lost reputation.



ONLINE VANDALISM
Some hackers fancy themselves as pranksters. In these

cases, a security breach might only lead to few word changes on

your website.

While this seems relatively harmless, it can actually cause a

lot of damage. Subtle changes are harder to notice. For example, a

hacker might change a few letters or numbers on your contact

page.

They may also add vulgar content to some of your webpages.



REVENUE LOSS

Significant revenue loss as a result of a security

breach is common.

Studies show that 29% of businesses that

face a data breach end up losing revenue.

Of those that lost revenue, 38% experienced a

loss of 20% or more. If a web-site is not functioning

it may cause customers to consider other options.



LOSS OF INTELLECTUAL PROPERTY

Hackers may also target designs, strategies, blueprints etc.

Businesses within the manufacturing and construction industries are more

prone to this threat.

Smaller businesses tend to believe they won’t get hit. But 60% of

hacks are targeting the small businesses because they’re easier to attack.

Some rivals won’t hesitate to take advantaje of the stolen

information, and that will impact the competitiveness of the business.



HIDDEN COSTS

Besides the surface-level costs there are also

hidden costs related to breaches.

Legal fees, for example: you may need to spend

more money on PR and possibly investigations.



DAMAGE TO THE BRAND

A breach can impact so many people, for example: your

customers whom value their privacy — and breaches often involve

customer payment information.

You also don’t want your emails getting leaked, in most

cases, you need these emails to remain private.

Potential leads will be hesitant to trust a business with a

history of shoddy data security.



Types of data integrity controls, digital signatures, certificates, 

database integrity enforcement

Signatures and the Law
• Digital signatures provide the same functionality as

handwritten signatures for electronic documents.

• A digital signature is used to determine if someone

edits a document after the user signs it.

• A digital signature is a mathematical method used to

check the authenticity and integrity of a message, digital

document, or software.

• In many countries, digital signatures have the same

legal importance as a manually signed document.

• Digital signatures also provide repudiation.



The Basics of Digital Certicates

• A digital certificate is equivalent to an electronic

passport. Digital certificates enable users, hosts,

and organizations to exchange information

securely over the Internet.

• A digital certificate authenticates and verifies that

users sending a message are who they claim to be.

• Digital certificates can also provide confidentiality

for the receiver with the means to encrypt a reply.



Awareness raised by 

big companies such as 
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and conferences
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implementing multiple 
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Internet safety 
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Teaching future white 

hat hackers via sites 
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Combating 

cyber 

crimes
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