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Cryptography is the study of secure communication techniques that allow only 
the sender and intended recipient of a message to view its contents. The term is 
derived from the Greek word “kryptos (κρυπτός)”, which means “hidden” and 
“graphy (γραφή)” which means “writing”. 

It is closely associated to encryption, which is the act of scrambling 
ordinary text into what’s known as cipher-text and then back again upon 
arrival.

WHAT IS CRYPTOGRAPHY?



We may have gotten used to thinking of encryption as a modern-day 
digital phenomenon. But humans have been sending coded 

transmissions in one form or another, pretty much since language was 
invented.

First known evidence of cryptography was on an inscription in an Ancient 
Egyptian tomb in 1900 BC.

Early Vs Modern Cryptography 



Early Vs Modern Cryptography 

One of the most widely used forms of early 
cryptography was the substitution cipher.
The Spartan Scytale and the Polibius Square in 
ancient Greece, the Atbash cipher used by 
Hebrew scholars in 500 BC and the Caesar Cipher
used by Julius Caesar in Ancient Rome are some 
of the most well-known early Encryption 
methods



Despite their success in historical 
applications, simple, 

monoalphabetic, and digraph 
substitution ciphers are quite easy 

to break – given time and the proper 
techniques.

Early Vs Modern Cryptography 

Brute force (trial and error) may be sufficient to crack a 
Caesar Shift cipher, as there are only 26 possible cipher-text 

alphabets which use all the standard letters.



Frequency Analysis may also crack these
old-fashion ecryption forms. This rather
simple technique involves looking at the
encrypted text with letter substitutions, and
counting letters and repeating words: For
Example, In English the most common used
letter is “E”. Common words are (“is”,“the”,
“and”) etc. Similar conditions may give a fair
starting point to decrypt a message

Frequency Analysis

English Language Turkish Language



Romanian Language Letters Frequency English Language two-letters Frequency 

Some guesswork may be used to fill in 
the remaining gaps....

Frequency Analysis



Later on, much more complicated methods were discovered, assisted by 
electrical machines, like the well-known Enigma machine that the 
Germans used during the world war 2.

But again, electrical machines 
were the ones that helped 
some brilliant minds to break 
the codes.  

Electrical machines

Enigma machine

British Bombe machine



Three are the facts that make the significant difference in the 
aims and use of encryption in our-days compared to the past: 
• Evolution of computing machines
• Amount of people circulating data that needs to be encrypted 

and
• Data itself 

Cryptography Evolution 



• Computing machines (with the right maths and algorithms) makes it 
possible to easily solve encryption techniques of the past, making 
them useless

• Moreover, on our days each one of us is an everyday sender and 
receiver of data that needs to be encrypted. 

• Finally, the form of data has changed to digital, already from the end 
of the previous century 

Cryptography Evolution 



Confidentiality

Integrity

Non-Repudiation

Authentication

. The information must not be understood by someone 
who is not supposed to.

. The information cannot be altered between sender and receiver, 
without the alteration being detected.

. The sender of the information cannot deny, at a later 
stage, the broadcast of the message.

Modern cryptography objectives

The 
sender and the receiver 
can confirm each other's 
ID, as well as origin and 
destination of the 
message.



• Symmetric Key Encryption 
• Asymmetric Key Encryption
• Hash functions (not really an encryption 

type)

Modern Cryptography encryption types



Symmetric key encryption : 
Sender and Receiver * must share 
the same private key (password ) 
.(*sender and receiver may be 
persons, computers or some 
smart devices )

Asymmetric (public key 
encryption ): Both parts (sender 
and receiver) must have two 
keys: a private and a public one,
related uniquely, through 
complex mathematical 
functions. 

Modern Cryptography encryption types



Mostly-Used  Algorithms



: Complicated mathematical algorithms, used to 
pack data in certain size unique “blocks”. They have the ability to 
make sure that data has not been altered on its way from the 
sender to the receiver. They are used to give an extra security 
layer over digital data .



What are the Security Protocols and how Encryption Algorithms involve

In common language, a Security protocol is a badge of rules that sets the 
way that data is exchanged. When it comes to security, a protocol uses 
encryption algorithms to alter the data in a way that only the intended 
receiver can have access to it 

Encryption 
Algorithms



• Connecting to a wifi/mobile network 
(WEP, WPA, WPA2)

• “Surfing” to our favorite website 
(HTTPS, TLS)

• Posting a comment on our favorite 
social media(AES, RSA)

• Exchanging messages with friends on 
Messenger, WhatsApp etc (AES, RSA) 

• Online Shopping / Online bank 
transactions

• ..... ... ... ...
• …Even when watching a serial on 

favorite on-demand service



As final “data consumers”, we can only use services that others make 
for us. 

But we can always make our choices on what kind of services we use, or not



A small piece of Advice

Additionally …

Essential rules of data security that We all (should) follow:
• strong passwords and keeping them safe

• two-factor way of authentication

• avoid to connect on free-access wifi

• effective updated anti-malicious software



When surfing the net, avoid websites that are not Secure. 
Search for the Https at the beginning of the website’s link



When downloading a message exchange app, search for a safe one. 
For example, WhatsApp (AES Encryption) is considered to be much 
more safer than Messenger app. 



When sending an important document over 
the net, use a Digital Signature app to sign it 
(Sign Server, I-Safe PDF, DocuSign etc.) This 
will make sure that the recipient has received 
the original document on his hands. 

Internet
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If the information on that document is very confidential, use an 
application to fully encrypt it (LastPass, VeraCrypt, BitLocker etc.) This 
will make sure that only the intended recipients are able to access the 
document.



Use a VPN service. A Virtual Private Network acts like a secret 
unbreakable tunnel between you (your device) and the device on the 
other end.

Safe Tunnel

It is used to surf the net without leaving any traces, and it prevents “curious eyes” 
recording your surfing on internet. Be aware: Not all VPN services provide the same level 
of security: The “What you pay for, is what you get” rule fits here. And this is not only for 
security, but for network speed, too.



If you don’t follow any of these…
…at least use the private mode of your browser under certain circumstances. 
Actually this has nothing to do with Cryptography and data Encryption, but it is a 
practical advice for all of us that don’t want all of our family/colleagues 
/roommates/internet-café staff to learn private details about us....



...Or just do not want to see stupid ads about pajamas on every single 
device we use, because of one relative search we made about a 

month ago!

Pajamas for everybody! 



Cryptography is something that comes from the ancient ages, but 
modern encryption is a relative new science. It’s importance is 
increasing, as increasing is the use of computers and smart devices of 
any kind. 

Final Thoughts




