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Introduction

Benefits of the new era

New problems of Digital Age

Digital Security in companies, organizations and critical government structures

In recent decades, all around the world, following the global 
developments, most of the countries have developed a complete 
digital structure of services, in order to take advantage of the benefits 
of the new era

A whole new world of services, avaliable everyware

New fields of Criminal action



Some Relative Keywords



The

Cyberspace is  ment to be the virtual environment in which connected 
machines are capable of exchanging digital data. These machines are mostly 
computers, but not only. Devices of all kinds with embedded processors can 

be nodes of the Cyberspace.

word "cyberspace" (from cyber and space) was used by science fiction author 
William Gibson in his 1982 story, "Burning Chrome," and popularized by his 

1984 novel “Neuromancer”.

In everyday life, each one of us is “moving” through cyberspace, whenever 
being the “Cyber” (steers-man, pilot) of a smart, connected device 

(smartphone, PC, smart-TV etc )

Cyberspace

“Cyber” (from Greek word “ κυβερνήτης ” -steers-man, pilot)



A cyber attack is an attempt to harm computers, steal data, or use a 
breached computer system to launch additional attacks.

In everyday life, each one of us is a potential target of one or more 
cyber-attacks

Many different methods are being used to launch a cyber attack 
that includes malware, phishing, ransomware, man-in-the-middle 

attack, or other methods.

Cyber-Attack



This term is used to describe organized 
targeted cyber-attacks aiming mostly at 
a nation's critical infrastructure, such as 
telecommunication networks, defense 
systems, factories and productive units.

It is speculated that smaller-scale "battles" of this new 
form of warfare are also taking place in the business 
world.

Cyber-Warfare



• Hackers (Individuals)
• Hacktivist Activist Groups
• Industrial espionage perpetrators
• Terrorist organizations
• Organized crime
• Parastatal Organizations
• Countries (Intelligence Services / Army)

Cyber-warfare - A closer look: Perpetrators ( ):



Cyber-Warfare attacks are carried out to achieve specific 
objectives. 
These Objectives varies from case to case, but generally falls into 
one of the following categories:

Exploitation 
Deception
Destruction
Denial of service or disruption

Objectives of Cyber Warfare Attacks



Exploitation 
In the case of exploitation, the main goal of the perpetrator is 
to intercept information from the target, or sources of 
information connected to it.

Deception
In this case, the perpetrator allows the target to continue to 
operate, but alters the information that the target collects, 
analyzes or produces, in order to confuse the opponent's 
decision-making system.



Destruction

In the event of a disaster, the attacker, through the use of 
information systems, makes the operation of the target 
impossible, by destroying it, or destroying its necessary 
supporting systems. 



Denial of service / disruption

In the event of a DoS or disruption attack, the attacker does not 
destroy the target but renders it out of order or unreliable for a 
period of time, preventing legal users from being served or 
accessing information sources.



Critical infrastructures such as:

• Information and communications (public and private)
• Financial services
• Electricity generation and distribution systems
• Fuel and gas production, storage and distribution systems
• Transport (road, rail, air, sea, river)
• Water resources
• Citizen public services
• Provision of health services
• Corporate databases

Actual Targets of Cyber-Warfare



• Showing-off power to (weakest) opponents
➢ Scaring a country’s Goverment, before making decisions 

related to the country - perpetrator
➢ Revenge for decisions that the victim country has made

• As precautionary measures to avoid disturbing the balance of 
power

• Supporting, with the simultaneous conduct of “traditional” war 
acts

• As a "first hit", to take by surprise the opponent and prepare the 
ground

Reasons of committing acts of Cyber-warfare



Cyber-attack techniques

• The choice of technique to be used for the attack depends on 
various factors, such as the skills and experience of the user, the 
capabilities of the “weapons”, the nature of the target and others. 
The most common known cyber attack techniques are the 
following.

• Denial of Service (DoS) Attack
• Backdoor attack
• Email spoofing
• IP Address spoofing
• Logic Bomb
• Digital manipulation (images)



Significant events and recorded incidents

Already from the first Gulf War (1991) 
it was understood by the great powers 
that in the future, digital know-how 
would play a major role in the 
successful outcome of a war. The huge 
growing of internet and its use in 
every aspect of life (from government 
services to personal tools) has led all 
developed countries to invest money 
and manpower in defense and 
offensive units specializing in this new 
kind of war. Some important recorded 
incidents are:



A little taste of the future of war. When the 
government of the eastern European state of 
Estonia announced plans to move a Soviet 
war memorial, it found itself under a furious 
digital bombardment that knocked banks and 
government services offline. (The attack is 
generally considered to have been made by 
Russian hackers; Russian authorities denied 
any knowledge). However, while a significant 
event, the DDoS attacks on Estonia did not 
create physical damage 

2007 - Estonia



At the end of July and the beginning of August 2008, there were armed 
clashes between Georgians and South Ossetians, as well as 
Abkhazians. Later on, Russians forces were involved, but before the 
armed conflicts occur, there were numerous cyber-attacks aimed at 
economic, political and communication targets.

2008 - Georgia



The "Stuxnet" malware is believed
to be responsible for the major
damage to Iran's nuclear program
at Natanz and Bushehr bases. It is
believed that it was built by
American and Israeli software
engineers, and had the peculiarity
that it could choose the machines
that would cause damage (logical
bomb malware)

2010 - Iran / "Stuxnet" malware



In 2014, there was the attack on Sony
Pictures Entertainment, blamed by many
on North Korea, which showed that it was
not just government systems and data that
could be targeted by state-backed hackers.

2014 - Sony Pictures Entertainment



Just before Christmas in 2015, 
hackers managed to disrupt the 
electric power supply in parts of 
Ukraine, by using a well-known 
computer-virus called BlackEnergy. 
Again, Russia was to blame, but...

2015 - Ukraine Power Supply

Let’s watch a short video...





The cyber-attack against Estonia
gave new dimensions to the
phenomenon. It was an attempt to
destabilize the country with
economic consequences.

International cooperation

Following the Prague Summit, NATO launched the Technical
NATO Cyber Defense Initiative, which led to the establishment
of the NATO Computer Response Team (NCIRT).



In early 2008, at the suggestion of the Estonian authorities,
NATO agreed to establish the CCD-CoE (Cooperative
Cyber Defense Center of Excellence) in Tallinn. This is practically
a center for the exchange of information between specialists
and the information and training of NATO cyber warfare officers.

International cooperation



So, what about future Wars?

It would be an illusion to think of a future where all the 
countries would co-exist without problems and 
conflictions between each other. Cyber warfare seems to 
gain additional significy . It will not completely replace the 
“hot”, traditional war-acts, but it certainely will be a very 
important battlefield. (let’s watch a video...)








