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This analysis concerning data phishing is based on the Assessment Questionnaire on the topic of 
"Cybersecurity", powered by "Dante Alighieri" High School on behalf of the Erasmus + Project 
"Protect Your Digital Way Today and Tomorrow", Reference no. 2019-1-RO01-KA229-063784 .

The final conclusions have been drawn based on the expertise concerning cybersecurity and 
protection of children’s rights in the digital age and should be read as recommendations.



8. Have you ever received a phishing email?

The answers to this question show rather a lack of understanding of what phishing is rather than the 
prevalence of this kind of content. 52.6% (174) respondents say they didn’t receive this kind of messages on 
their email and 19.6% of them say they do not know what ‘phishing’ is. These numbers do not correlate with 
how spread this method is. The conclusion is that more information about phishing methods should be 
made available to students.

Questionnaire Analysis



9. If your answer to the previous question was "yes" then which of the following options is true regarding 
the content of the phishing email?

Those who responded that they received phishing emails at the previous question, show a relatively good 
understanding of this practice. This is important because they represent a good vector of spreading the word 
about what phishing is and how others can protect themselves from it. Unfortunately, the design of the 
questionnaire didn’t allow us to see if this understanding of what phishing is is more prevalent in one type of 
respondents than other (in student population rather than parents and teachers, for instance).

Questionnaire Analysis



10. Have you ever received a phishing phone call (voice phishing)?

The answers to this question correlate with the general numbers about voice phishing, which consumes a lot 
of resources and cannot be achieved as easily as email phishing. According to the answers to this question, 
the vast majority of the respondents did not receive any phishing phone calls. Still, there is a good 
percentage of respondents that had to deal with this phishing practice, namely 16.9% of the respondents.

Questionnaire Analysis



11. If your answer to the previous question was "yes" then which of the following options is true 
regarding the content of the phishing phone call?

Similarly to question 9, this details the contact of the respondents with the voice phishing practices. In this 
case, the prevalent practice (43.9% of the answers) is the one that involves announcing the recipient that 
he/she won a prize and should make a payment to obtain the prize. The other prevalent practice, with 28% of 
the respondents indicating it, involved telling the recipient a relative was subject to an accident and needs 
money. These two together make up for the vast majority of voice phishing practices and are easily 
dismissable if the person practices minimal skepticism and has information about this kind of practice.

Questionnaire Analysis



a. General awareness regarding data phishing

There seems to be a relatively high level of awareness regarding data phishing, but this is not equivalent to 
knowing how to protect yourself from this illegal practice nor whom or where to ask for help.

This is valid both for students and their parents, as well as teachers/educators.

Even so, more efforts should be made towards achieving higher degrees of awareness and especially 
developing the basic digital literacy and competences for cybersecurity. This should include at least:

1. General digital literacy training for teachers/educators and students.
2. Specialized training programs on phishing, covering its multitude of formats, for both teachers and 

students.
3. Send special awareness messages to parents for raising their awareness concerning cybersecurity 

and safety tools for monitoring and control children's online activities.

CONCLUSIONS



b. Institutionalized basic help

Teachers, no matter their specialization, should encourage open discussions about digital challenges and 
illegal practices affecting both students and adults, and provide direction when students raise concern about 
being targeted by phishing campaigns or cyberbullying.

The school should have an institutionalized system of open discussions about this kind of issues and do more 
in terms of awareness and promotion of basic help, first among themselves, and secondly with the students 
as mentioned earlier.

Partnerships with relevant authorities both on cybersecurity (including phishing) and cyberbullying should be a 
matter of natural way of doing things. For instance, this cooperation can involve at least:

1. Organize monthly activities with quests from the aforementioned authorities throughout the school.
2. Organize biannual cybersecurity competitions that promote students’ safety in the digital world.
3. Organize special events with cybersecurity experts from the business sector to explain how phishing, for 

instance, works, for all levels - primary, secondary and high school students.

CONCLUSIONS


